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HOJIUTUKA
Otaena conuaibHOM 321U THI HACEJIEHUA aAMUHUCTPauuu Biragumupcekoii odiacTu
no IerymmHckoMy paiiloHy B OTHOLIEHUHM 00Pa0OTKH NMEePCOHAIbHBIX JAHHBIX

1. TepMunbl U onpeaeeHUst

[lepconanbubie ganusie (I1/IH) - nr06as undopmaius, OTHOCAIIAACS K MPSMO WM
KOCBEHHO ONPE/ICIICHHOMY WJIM onpeaeasieMomy ¢puzndeckoMy auiy (cyonekty [1/1H).

OmnepaTop - rocyJapCTBEHHBIM OpraH, MyHUIIUTIAIBHBIA OpraH, IOPUANYECKOE WU
(bu3nYecKoe JIMI0, CAMOCTOATENHLHO WJIM COBMECTHO C JIPYTUMU JIUI[AMU OPTaHU3YIOIINE U
() ocymectBisitomue odpadotky IIJIH, a Takxke ompenensiomue 1eau o0pabOTKu
[1dH, coctraB II/IH, momnexanux oOpaOoTKe, AeMCTBUS (Omepaiuu), cCOBEpIIacMbIe C
I11H.

Oo6padotka I1/In - moboe neiicTBue (omepanys) WM COBOKYIHOCThH JI€WCTBHIA
(omeparuii), COBEpIIAEMBIX C HWCIOJIL30BAHUEM CPEJICTB aBTOMATH3AlMK WIH 0Oe3
UCIONB30BaHusa Takux cpenactBs ¢ [IJIH, Bkirowass cOop, 3amuch, CUCTEMaTH3AIMIO,
HaKOILJICHWEe, XpaHeHWe, yTouHeHue (OOHOBJICHHE, HW3MEHEHHUE), W3BJICUCHUE,
HCITIOJIb30BaHUE, nepenavy (pactipocTpaHneHue, Mpe0CTaBIICHUE, JIOCTYTI),
o0e3nnunBanue, OJIOKUpOBaHUE, yaaneHue, yauuroxenue [1/1H.

ABtoMatuzupoBanHas oOpaborka [1J][n - obpaborka I1[IH ¢ momorsio cpeacTB
BBIYMCIIUTEILHON TEXHUKHU.

Pacnipoctpanenue IIJIH - neucTBusi, HampaBieHHbIe Ha packpeitue [I/IH
HEOIIPEICIICHHOMY KPYTY JIULI.
[IpenocraBnenne IIJIn - pedictBus, HampaBieHHble Ha packpeitue [1/IH

ONPENEIICHHOMY JIMIYy WM ONPEIEIEHHOMY KPYyTY JIUII.
brnokuposanue [1/[x - BpemeHnHoe npekpaiienue oopadotku [1/{x (3a uckiroueHueM
clIydaeB, eciii 00paboTka HeoOxoauma st yrounenus [1/1H).

Yuauuroxenue [1JIH - nercTBus, B pe3ynbTaTe KOTOPbIX CTAHOBUTCS HEBO3MOXKHBIM
BoccTaHOBUTh conepxkanue [1[ln B HCIIIH wu (unum) B pe3yiabTare KOTOPBIX
YHHUUTOXKAKOTCS Marepuaibabie HocuTenu [1J1H.

O6e3nuuuBanue [IJlH - #geiicTBusi, B pe3yJdbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXKHBIM  0€3 HCIOJIb30BAaHUS JIOMOJHUTEIHLHON HWH(OpPMAIMK  ONpPEAeIUTh
npuHaiexkHocth [1/]H konkpeTHOMy cyOBbekTy T1/1H.

Nudopmarmonnas cucrema nepcoHanbHbix gaHHBIX (HMCIIJIH) - COBOKYITHOCTH
comepxkammxcs B 0a3zax gnmaHHbix [IJlH w oOecrmeumBapmmx #uX 00pabOTKY
MH()OPMAITMOHHBIX TEXHOJIOTUN ¥ TEXHUYECKHUX CPEJICTB.

Tpancrpannynas nepenava I1/In - nepegaya [1JIH Ha TEppUTOPHUIO MHOCTPAHHOTO
rocyJapcTBa OpraHy BJIaCTU MHOCTPAHHOTO TOCYIapCTBa, MHOCTPAHHOMY (DHU3UUYECKOMY
JYLY WX UHOCTPAHHOMY HOPUIUYECKOMY JIUILY.



2. Ha3nauyeHue M MPaBOBasi OCHOBA IOKYMEHTA

[Tomutuka  Otgena  couuaiabHOM — 3alIUTBI  HACEJIEHUS  AJMUHUCTPALUH
Bnanumupckoit obmactu mo IlerymmHckomy palioHy (masiee mo Tekcry — Otaen)
OMpeNeNsieT CUCTEMY B3TJS0B Ha mpobiiemy obOecneduenus Oe3zonacHoctu [I/n u
NPEeICTaBIIAECT COOOM CHUCTEMAaTU3UPOBAHHOE U3JIOKEHHE 1IeJIel 1 3a/1ay 3alUThl, KaK OJHO
WIM HECKOJIbKO MpaBuJl, MPOLEeNyp, MPAKTUYECKUX MPUEMOB U PYKOBOSALIUX MPUHITUIIOB
B 00siacTé MH(GOPMALIMOHHON 0€30MacHOCTH, KOTOPBIMU PYKOBOZACTBYyeTcs: OTnen B cBoei
NEATENbHOCTH, a TAaKX€ OCHOBHBIX MPHUHIMIIOB IOCTPOEHHUS, OPraHU3ALMOHHBIX,
TEXHOJIOTHYECKHUX U IPOLIETYPHBIX ACIEKTOB obecneueHus: oezonacHoctu I1/1H.

3akoHogaTebHOM OCHOBOM Hactosimed Ilomutuku sBusitorcss KoHcTUTyIus
Poccniickont ®enepannn, I'paxxnanckuii u Tpynosoit koaekcel, PenepaibHbIA 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHalbHBIX AaHHBIX», DenepanbHblii 3akoH PD o1
27.07.2004 No 79-@3 «O rocyaapCTBEHHOU T'PaKIaHCKOM ciiyx0e», DdenepanbHblil 3aKOH
P® ot 02.05.2006 Ne 59-03 «O mnopsimke paccMOTpeHus oOpaieHuid rpaxkiaaH Pdy,
®enepanbHbiil 3akoH P® ot 17.07.1999 Ne 178-D3 «O rocymapCTBEHHOH coLMaIbHON
MMOMOIIN», 3aKOHbI, YKa3bl, IIOCTAHOBJECHUS, JPYTH€ HOPMATUBHBIE JOKYMEHTBI
NENUCTBYIOIIEro 3aKoHoaaTenbcTBa Poccuiickoit denepannu, nokymMeHTel @CTIOK u ®Cb
Poccun.

Hcnonb3oBanue paHHoM IlonuTukn B KayecTBE OCHOBBI [JII MOCTPOCHUS
KOMILUIEKCHOW cucTeMbl HHpopMannoHHON Oe3omacHoctu [1/Iln Otgena mo3BoauT
ONTHUMH3UPOBATh 3aTPaThl HA €€ TIOCTPOCHHE.

[Ipu pa3paborke IlOJUTUKM YYWUTHIBAIUCh OCHOBHBIE MPHUHIMIBI CO3/IaHUS
KOMILJIEKCHBIX CHCTEM oOecrneueHuss O0e30MacHOCTH HH(POpPMALMM, XapaKTEPUCTUKUA H
BO3MOKHOCTH OpPraHU3allMOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX alllapaTHO-
MPOTrpaMMHBIX ~ CPEICTB  3allUThl M  MPOTUBOJEHUCTBHUS  yrpo3aM 0O€30MacHOCTU
uH(popmanuu.

OcHoBHbIe mTONOXKeHUs1 [lonmuTuku 0a3upyroTCsi Ha KAa4eCTBEHHOM OCMBICIICHUU
BONPOCOB 0O€30MacHOCTH HMH(OPMALlMM W HE 3aTparuBaiOT BOIPOCOB AKOHOMUYECKOTO
(KOJIMUECTBEHHOI0) aHallu3a PUCKOB M OOOCHOBAHUS HEOOXOIUMBIX 3aTpaT Ha 3allUTy
uHdopmaIuu.

3. OcHoBHBIMH 00beKTaMH cucTeMbl 0e3omacHocTH I1/In B OT1aese saBisiioTcs:

- nH(pOpPMAITMOHHBIE PECYPCHI C OTPaHUYEHHBIM JA0CTyNOM, coaepxkamtue [1]1H;

- npoueccol oopadotku [11n B UCIIn Otnena, nHpopMaiimoHHbIe TEXHOJIOTHH,
perjiaMeHThl W TPOIEeAYphl cOopa, 00pabOTKH, XpaHEHUS W Tepenadyu HHGOpMAIHH,
MepCOHAJ Pa3pabOTYMKOB U TOJIL30BATENICH CUCTEMBI M €€ 00CITY)KMBAIOIINIA TTEPCOHAIT;

- uHopManmoHHass WHPPACTPYKTypa, BKIOYAIONIAs CHUCTEMBbI OOpabOTKH W
aHanu3a uHGOPMAIMK, TEXHUICCKUE W TIPOrPaMMHBIC CPEICTBA €¢ 00pabOTKH, TIeperadn
1 OTOOpaXE€HUs, B TOM YHUCJIe KaHaJbl HH()OPMAITMOHHOTO OOMEHA M TEJICKOMMYHHUKAIIUH,
CHUCTEMBbI M CpEJICTBA 3aIUThl HH(POpPMAIMHA, OOBEKTHI M TIOMEIICHUS, B KOTOPBIX
pacmnoJioKeHbl TEXHUUECKue cpenctra oopadotku [1/1H.

4. WHTepecshl 3aTparnBaeMbIX Cy0beKTOB HHPOPMALMOHHBIX OTHOIIEHUH

CyObexTamu HHPOPMAIMOHHBIX OTHOIICHUN Mpu oOecnieuennu 6e3omacHoctu [1/1H
Otnena sBISIOTCS:

- Otgen, kak COOCTBEHHUK UH(DPOPMAIIMOHHBIX PECYpPCOB;
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- PYKOBOJCTBO U COTpYAHUKH OTzAena, B COOTBETCTBUU C BO3JIOXKEHHBIMU Ha HUX
(YHKIUSAMY;

- (usnyeckue nuua, He SABISAOMUECS coTpynHukamu Otrena, HO UMEIOIIUMHU C
HUM OTHOUIEHUS ¢ cepe COIMaTbLHOMN 3allUThl HACEJICHHUS.

[lepeuncriennbie CyOBEKTHl WH()OPMAIMOHHBIX OTHOIICHUN 3aWHTEPECOBAHBI B
o0ecrieueHuu:

- CBOEBPEMEHHOI0 JIOCTyMa K He00XoauMbIM UM [1JIH (MX HOCTyImHOCTH);

- JIOCTOBEPHOCTH (TIOJHOTHI, TOYHOCTH, aJIEKBAaTHOCTHU, 1Ie’10cTHOCTH) [1/1H;

- KoH(pUACHIMAIBHOCTHU (coxpaHeHus B TaitHe) [1]1H;

- 3alMUTHl OT HABSI3bIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, NCKaKeHHBIX) [1/]H;

- pasrpaHUYeHHs] OTBETCTBEHHOCTH 3a HapylIeHUss UX TMpaB (MHTEPECOB) U
YCTaHOBJICHHBIX TIpaBuil oopatenus ¢ [1/1H;

- BO3MOXXHOCTHM OCYIIECTBJICHHS HENPEPHIBHOIO KOHTPOJISI W  YIPaBJICHUS
nporieccamu o6pabotku u nepeaauu I1/1H;

- 3amuThl [1/IH OT HE3aKOHHOTO PAaCIPOCTPAHECHUSI.

4.1.11enu 321U THI

OCHOBHOM 1ENbIO, HA JOCTMIKEHHE KOTOPOM HAIpaBJIIEHBI BCE ITOJIOKEHHUS
Hactosmed IlomuTuku, sBaseTca 3ammuTa CyOBEKTOB HMHGOPMAIMOHHBIX OTHOIICHUMN
OTtzaena OT BO3MOXKHOI'O HAHECEHUS] UM MaTepUaTIbHOTO, (PU3UYECKOT0, MOPATIBHOTO HITU
MHOTO yiepOa, MOCPEACTBOM CIy4aliHOTO WJIM MpeaHaMepeHHoro BoznencTBus Ha [1/]H,
UX HOCUTEJH, MPOLeCChl 00pabOTKH U IIEpeaayn.

VYka3zaHHasg 1elb JOCTUTaeTCs IOCPEICTBOM OOECIEUEeHUS U  TOCTOSHHOTO
MOJIEPKAHUS caeayrommux cBorucTs [1/IH:

- JIOCTYMHOCTHU JJIA JIETATBHBIX MOJIb30BaTeNeH (YCTOMYMBOTO (YHKIIMOHUPOBAHUS
nHpopmarimoHHeIx cuctem Otaena, IpuU KOTOPOM TOJI30BATEIU MMEIOT BO3MOXKHOCTH
noixyueHus HeooxoauMbix [1/[H U pe3ynbTaToB pelieHus 3aaad 3a MpUueMIIeMoe Il HUX
BpeMs);

- I[EJIOCTHOCTH M ayTeHTUYHOCTH (MOITBEpKIeHue aBTopcTBa) [1/[H, XpaHUMBIX U
oOpabaTbiBaeMbIX B MHPOPMAIMOHHBIX cucTeMax OTxaena W nepegaBaeMoi Mo KaHallaM
CBSI3H;

- KOH(UIEHIIMATBLHOCTH - COXpaHEHUs B TaliHe omnpeaeneHHon uactu [1]1H,
XpaHUMBIX, 00pabaThIBAEMbIX U MEPEIaBAEMbIX M0 KaHaJIaM CBSI3H.

Heo6xonumplii ypoBeHb JOCTYIMHOCTH, LIEIOCTHOCTH M KOH(buaeHmaisHoctu [1/1H
obecrieunBaeTCsl COOTBETCTBYIOIIMMH MHOXECTBY 3HAYMMBIX YIpO3 METOJaMU U
CPEACTBAMH.

4.2.0OcHOBHBIE 3a/1a4M CHCTeMBI o0ecnneueHust 6e3onacHoctu I1/1n

JIyst moCTHKEHUST OCHOBHOM T1€JTH 3aIUTHI M 00ecTieueHrs yKa3aHHbIX cBOMCTB [1/]H
cucrtema obecreueHuss nHpopManmonHo Oe3omacHocT OTnena J0DKHA 0O0eCIeunBaTh
s peKTUBHOE pelIeHrE CASAYIOMNX 3a/1ay:

- CBOEBPEMEHHOE BBISIBICHHE, OLICHKa M MNPOTHO3UPOBAHUE HCTOYHUKOB YIPO3
nH(pOpMAITMOHHON 0€30MaCHOCTH, MPUYUH U YCJIOBHUM, CHOCOOCTBYIOIIUX HAHECEHUIO
yiiep0a 3auHTEPECOBAHHBIM CyOBbeKTaM HWH(OPMAIIMOHHBIX OTHOIICHUW, HapYIICHUIO
HOPMaJIbHOTO (DYHKIITMOHWPOBaHUS HH(GOPMAIIMOHHBIX cucTteM OTena;

- CO3JaHME MEXaHW3Ma ONEpPaTUBHOIO pearupoBaHUs Ha yrpo3bl 0€30MacHOCTH
nH(}OpMAIUU U HETATUBHBIC TEHCHITUY;
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- CO3/aHHe YCJOBHUU JUIsi MUHHMM3ALMW U JIOKAIM3AaLMU HAHOCUMOTO Yyiiepoa
HEeTPaBOMEPHBIMH  JIEUCTBUSMH  (PU3MUECKUX M IOPUAMYECKUX JIUI, OcJablieHHe
HETaTHBHOTO BIIMSHUS W JIMKBHIAIMS TOCIEACTBUN HapylleHHs Oe30MacHOCTH
uHbOpMaIny;

- 3alUTy OT BMEMIATEeNbCTBA B Mpolecc (PyHKIHOHUPOBAHUS HMH(GOPMALMOHHBIX
CHUCTEM TMOCTOPOHHHUX JHIl (IOCTyH K HH(OPMAIMOHHBIM pecypcaM JOJDKHBI UMETh
TOJILKO 3aperuCTPUPOBAHHBIC B YCTAHOBJICHHOM IOPSKE MOJIb30BATEINN);

- pasrpaHWYeHue JO0CTyla IoJb3oBaTeieil K HH(POPMALMOHHBIM, amNapaTHHIM,
IPOrpaMMHBIM U UHBIM pecypcam Otena (BO3MOKHOCTh JIOCTyIIa TOJIBKO K TEM pecypcam
U BBIOJIHEHUS TOJBKO TEX OMNEpaluid C HUMH, KOTOPbIE HEOOXOAWMBI KOHKPETHBIM
MOJIb30BATENSIM JIJIsl BBITIOJHEHHSI CBOUX CIIY>KEOHBIX 00S3aHHOCTEH), TO €CTh 3aIIUTy OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA;

- obecrnieueHue ayTeHTHU(PUKALINH M0JIb30BaTEeIIEH, YYaCTBYIOIIHUX B
MH(GOPMALlMOHHOM OOMEHEe (IOJATBEP)KJIEHUE MOJUIMHHOCTH OTIPABHUTENS U IMOJIydaTes
uHpopmanun);

- 3aluTy oT HGC&HKHHOHHpOBaHHOﬁ MOI[I/I(i)HKaIJ;I/II/I HCIIOJIB3YCMBIX B
I/IHCI)OpMaLII/IOHHBIX CHUCTEMAax OTI[CJ'Ia MMpOTrpaMMHBIX CPpCACTB, a4 TAKKC 3alIUTy CHCTCMbI
OT BHCAPCHUA HCCAHKITMOHNPOBAHHBIX IIPOIrpaMM, BKIIOYasd KOMIIbIOTCPHBIC BUPYCHI;

- 3alluTy I/IHCI)OpMaI_[I/II/I OTPaAHUYCHHOTO ITIOJIB30BAHUS OT YTCYUKH 110 TCXHHUYCCKHUM
KaHaJIaM IIpH €€ O6pa6OTKG, XPaHCHHM U IICPpCAAYC 110 KaHallaM CBA3U.

4.3.0cHOBHbBIE MYTH pellleHNs 32124 CUCTEMbI 3allIUThI

[TocTaBiieHHbIE OCHOBHBIE LIE€TM 3aIIUTHl U PEUICHUE MEPEUNUCICHHBIX BBILIE 3a7a4
JOCTUTArOTCSL:

- CTPOTHM YY€TOM BCEX MOJJICKAIIMX 3aIIUTE PECYPCOB MHHOPMAIIMOHHBIX CHCTEM
Otpena  (uHdopmauuu,  3amad,  JOKYMEHTOB,  KaHajOB  CBfA3H,  CEPBEPOB,
aBTOMATU3UPOBAHHBIX PAOOUYMX MECT);

- JKypHaJIMpOBaHUEM JCHCTBUI MEpCOHAa, OCYIIECTBISIONIEr0 OOCTYKUBAaHUE U
MOAU(DUKAINIO IPOTPAMMHBIX M TEXHUYECKHUX CPEICTB MHPOPMAIIMOHHBIX CUCTEM;

- TOJHOTOM, PEaJIbHOW BBIMOJIHUMOCTBIO W HEMPOTUBOPEUMBOCTHIO TPEOOBAHMIA
OpraHU3alMOHHO-PACIIOPSIAUTENBHBIX JTOKYMEeHTOB OTaena mo BorpocaMm oOecreyueHus
0e3omacHOCTH UH(pOpMaALUK;

- MOJTOTOBKOM  JIOJDKHOCTHBIX  JiMIl  (COTPYAHUKOB), OTBETCTBEHHBIX  3a
OpraHW3allMI0 ¥ OCYIIECTBICHUE TMPAKTUYECKUX MEPONPUATUNA TI0 OOECIECUCHHIO
6e3onacHoctu [1J]H 1 mporieccoB ux oOpabOTKH;

- HaJIeJICHUEM KaXKJIOTO COTPYAHHKA (TI0JIb30BATEINS) MUHIMAIBHO HEOOXOAUMBIMH
JUTSL BBITIOJTHEHUSI UM CBOMX (DYHKIIMOHAIBHBIX 00s3aHHOCTEN MOJTHOMOYHUSIMHU 10 JOCTYITY
K nHGOpMaIMOHHBIM pecypcam Otaena,

- YETKMM 3HAaHUEM U CTPOTUM  COONIOZEHHUEM BCEMHU  IOJIb30BATEISAMHU
uHdopmarmoHHbix cucteM OTaena TpeOOBaHWN OpPraHU3AMMOHHO-PACTIOPSIUTEIBHBIX
JIOKYMEHTOB 10 BOITpOcaM oOecrieueHusi 6€30MmacHOCTH HH(OpMaIuy;

- TMEPCOHAIBHOW OTBETCTBEHHOCTHIO 32 CBOM JCHCTBHS Ka)XXJOTO COTPYIAHHUKA, B
paMKax CBOMX (DYHKIIMOHAJIBHBIX O0S3aHHOCTEW MMEIOIIEro JOCTYN K MH(OPMAIlMOHHBIM
pecypcam Otnena;

- HEMpPEPBIBHBIM  MOJAJEPNKAHUEM  HEOOXOJAMMOrO0  YPOBHS  3alllMIIEHHOCTH
AJIEMEHTOB UH(POPMAIIMOHHOMN Cpebl;



- MpUMEHEHHEeM (PU3NYECKUX U TEXHUUYECKHX (IIPOrpaMMHO-AMIMAPATHBIX) CPEICTB
3alllUTHl PECYpCOB CHUCTEMBI W HENPEPHIBHOM aIMUHUCTPATUBHOM MOJACPKKOH UX
UCIIOJIb30BAHUS;

- 3 dexTuBHBIM KOHTPOJIEM HaJ COOJII0ICHUEM MOJI30BATEIISIMU
HH()OPMAITMOHHBIX PECYPCOB TpeOOBaHU MO 0OecTIeueHnIO 0€30MMacHOCTH HH(OPMAITIH;

- IOPUAMYECKON 3amuToi MHTepecoB OTnaena Mpu B3aUMOJACHCTBUM C BHEIIHUMU
opranuzanusiMu (cBs3aHHOM ¢ oomeHoM IIJIH) OT MpPOTUBOMPABHBIX NEHUCTBUIA, KaK CO
CTOPOHBI ~3THX OpraHM3alui, TaK W OT HECAHKIMOHUPOBAHHBIX JCUCTBUU
00CTy>KHUBAIOUIETO MEPCOHANA U TPETHUX JIMII.

5. Iocrpoenne cucremnbl, odecneuenuss OezomacHoctu IIJln Otnena, u ee
(pyHKUMOHMpPOBAaHNE JO/LKHBI OCYHIECTBJISTHCS B COOTBETCTBHM CO CJIEXYIOHIUMH
OCHOBHBIMY NMPUHIIUTIAMU:

5.1.3akonHOCTDH

[Ipennonaraer OCyileCTBICHUE 3AlUTHBIX MEPONPHUSATUNA U Pa3pabOTKy CHUCTEMBbI
oezomacHoctn [/l OTnena B COOTBETCTBUU C JICHCTBYIOIIMM 3aKOHOJATEIHCTBOM B
obmactu 3amutel [IJ[H, a Takke APyrux 3aKOHOAATEIBHBIX aKTOB IO 0€30MacHOCTH
nHpopmaruu P®, ¢ npumMeHeHHEM BcCeX JO03BOJICHHBIX METOJIOB OOHApYKECHHUS U
npeceueHus npaBoHapymenuit npu padote ¢ [1JIH. [IpuasaTeie mepsl O6e3omacHocty I1/(H
HE  JOJDKHBI  NPEMSTCTBOBaTH  JOCTYIY  MPABOOXPAHUTEIBHBIX  OPraHOB B
NPEAYCMOTPEHHBIX 3aKOHOIATEILCTBOM CIIy4asX.

Bce nonwzoBatenu UCII{H 10/KHBI IMETh MPEICTaBICHUE 00 OTBETCTBEHHOCTH 32
MpaBoHapyIIeHus B o0i1actu oopadotku 11/1H.

5.2.CHCTEeMHOCTD

CucTeMHBI MOJIXOA K TMOCTPOCHUIO CUCTEMbl 3amuThl uHpopmaiuu B Otaene
MPEJNOJIaraeT yu4eT BCEX B3aMMOCBSA3aHHBIX, B3AMMOJCHUCTBYIOIINX U U3MEHSIOIIUXCA BO
BPEMEHHU JJIEMEHTOB, YCJIOBHH M (DaKTOPOB, 3HAYMMBIX JJIi TOHUMAHHS M PEIICHUS
pobieMbl ooecnieuenus 6e3onacHoctu I1/]H.

[Ipu co3manuu cuCTeMbl 3alUTHI JTOJDKHBI YYUTHIBATHCS BCe ciabble W Hambosee
ysizBumbie Mecta UCII/IH, a Takke XxapakTep, BOZBMOXHbIE 00BbEKThI U HANPABJICHUS aTak
Ha HEE CO CTOPOHBI HAPYIIUTEIICH.

CucTema 3aluThl 10KHA CTPOUTHCA C YYETOM HE TOJIBKO BCEX M3BECTHBIX KaHAJIOB
MIPOHUKHOBEHUS W HECAHKIIMOHUPOBAHHOTO JOCTyma K HMHQOpPMAIMK, HO U C Y4ETOM
BO3MO>XHOCTH TOSIBJIEHUSI HOBBIX ITyTEH pean3aiu yrpo3 0€30MacHOCTH.

5.3. KoMILJIeKCHOCTH

KomrmiekcHOe UCToJIb30BaHHE METOJI0B U CPEACTB 3alTUThl KOMIIBIOTEPHBIX CUCTEM
MpenoiaraeT CoriaCOBaHHOE NPUMEHEHHUE Pa3HOPOJHBIX CPEJICTB MPU IMOCTPOCHUU
IIEJIOCTHOM CHCTEMBI 3alUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAUMMBIE) KaHAJIbI
peanuzaiud  yrpo3 W HE Ccojepikaileid ciabblXx MeCT Ha CThIKaX OTIEJbHBIX €e
KOMITOHEHTOB. 3allliTa JOJDKHA CTPOMTHCS SIICIIOHMPOBaHO. BHeIIHss 3amura J0JDKHA
o0ecreunBaThCsl PU3NUECKUMH CPEJICTBAMU, OPTaHU3AIMOHHBIMU U TIPABOBBIMH MEPAMHU.

5.4.HenpepbIBHOCTH 3aIIIUThHI



Ob6ecneuenne Oe3zonacHocTu I[IJIH - mpoiiecc, OCYHIECTBISIEMbI PYKOBOACTBOM
Otpena, OTBETCTBEHHBIMU 3a oOpranuzanuio o6padotku IIJIH W coTpyaHMKaMu Bcex
YpOBHEH. ODTO HE TOJBKO W HE CTOJBKO TMpOLEAypa WA TMOJUTHKA, KOTOpas
OCYIIECTBJISICTCSL B ONPE/ICIICHHBIN OTPE30K BPEMEHH WJIM COBOKYITHOCTh CPEJICTB 3aIUTHI,
CKOJIBKO ITPOIIECC, KOTOPBIN JTOJKEH MOCTOSIHHO UATH Ha BCEX YPOBHAX BHYTpH OTaena u
KaXKJbIi COTPYIHUK JOJDKEH MPUHUMATh y4yacTHE B 3TOM mpoiecce. JlesTeabHoCcTh 1o
o0OecrieyeHrn0  WH(MOPMALMOHHONW  O€30MacHOCTH  SIBISIETCS  COCTaBHOW  YacThIO
noBceaHeBHON gnesrenbHOCTH OTnenma. M ee 3(pdekTMBHOCTh 3aBUCUT OT ydacTHS
pykoBoacta Otmena B obecrnieuennu nHpopmarmonHon 6ezonacuoct [1/1H.

Kpome Toro, ¢pusznueckum M TEXHUYECKUM CPEICTBAM 3aIUTHl I 3PHEKTUBHOTO
BBITIOJIHEHHUSI ~ CBOMX  (PyHKIuA  HEOOXOoauMa  TOCTOSHHAs  OpraHW3alMOHHAs
(amMUHHCTpAaTHUBHAS) TOAJEPKKA (CBOEBpPEMEHHAss CMEHAa M OOEeCIeYeHUE MPaBUILHOTO
XpaHEHUs U TPUMEHEHUS WMEH, TapoJieid, MepeornpeseieHue IMOTHOMOYUM M T.11.).
[lepepobiBbl B paboOTE CPEACTB 3aIIUTHI MOTYT OBITh MCIIOJIB30BAHBI 3JI0YMBIITUICHHUKAMU
JUIsl aHAJIN3a MPUMEHSEMBIX METOJOB U CPEICTB 3alIUTHI, ISl BHEAPEHUS CIEHUATBHBIX
MIPOTPAMMHBIX U allapaTHBIX "3aKIaJ0K" U IPYTUX CPEACTB MPEOJOJICHUS 3AIINUTHI.

5.5.CBo€eBpeMEHHOCTH

[Tpenmonaraer ynpexnamomuil xapakrep mep odecnieuenust 6ezonacoct 11J{H, To
€CTh MOCTAHOBKY 3a/1au N0 KoMIuiekcHou 3ammre [1/[H u peanuzanuio Mep oOecrieueHus
6e3onacHoctu [1/IH Ha paHHUX cTaaUAX pa3pabOTKU MH(POPMALMOHHBIX CUCTEM B LIEIOM U
UX CHCTEM 3alIHTHI, B YaCTHOCTH.

Pa3paboTka cucTeMBbl 3alMUTHI JIOJKHA BECTUCh NApaUIEIbHO € pa3pabOTKON U
pa3BUTHEM CaMHX 3alUIIaeMbIX HH(POPMAIMOHHBIX CHUCTEM. OTO TO3BOJHUT Y4YeCTh
TpeOoBaHUsI 0€30MacCHOCTH MPHU MPOCKTUPOBAHUHM APXUTEKTYPhl U, B KOHEYHOM CUETE,
co3nath Oosnee 3 PexTuBHbIE (KAK MO 3aTpaTaM PECypcoB, TaK U MO CTOMKOCTH) CUCTEMBI,
oOJasarolue 10CTaTOYHbBIM YPOBHEM 3aIIUIIEHHOCTH.

5.6.IlpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHHE

[Ipennonaraer MOCTOSSHHOE COBEPUIEHCTBOBaHUE Mep U cpeAcTB 3amuThl [IJ[H Ha
OCHOBE MPEEMCTBEHHOCTH OPTraHU3allMOHHBIX M TEXHUYECKUX PEIICHUH, KaJgpOBOroO
coctaBa, aHanuza ¢pyaknuonupoBanus UCIIx Otaena v CHCTEMBI BX 3aIMTHI C Y4ETOM
M3MEHEHHUI B METO/JaX U CPEeACTBaX IMepexBara MHQPpOpMAIMU, HOPMATUBHBIX TPeOOBaHUI
IO 3aIUTE, TOCTUTHYTOTO OTEUECTBEHHOIO U 3apyOEKHOTO OIbITa B 3TOM 00JIaCTH.

5.7.Pa3zymMHasi 10CTATOYHOCTH (AKOHOMHUYECKAS 11€J1eCO00PaA3ZHOCTD)

[Ipennonaraer cOOTBETCTBUE YpPOBHs 3aTpaT Ha oOecreueHue Oe3omacHocTu I1/{H
LEHHOCTH WH(GOPMALIMOHHBIX PECYpCOB W BEIMYMHE BO3MOXKHOTO yuiepda OT HX
pasriiamnieHusi, yTpaThl, YT€YKH, YHUUTOXKECHUS M HUCKaxkeHus. Mcnonb3yemble Mephl U
cpeacTBa obdecniedyeHrs 6€30MacHOCTH MH(POPMAIIMOHHBIX PECYPCOB HE JOJIKHBI 3aMETHO
YXyIIIaTh JProHOMHYECKHEe ToKazaTenu paboTel kommnoneHtoB WCIIJIm Otnena.
W3numane Mepsl 6€30MacHOCTH, IOMUMO YKOHOMHUYECKOW HEA(P(HEKTUBHOCTH, TPUBOISAT
K YTOMJICHHIO U PA3Ipa)X€HUIO IIEPCOHAIIA.

Co3nath aOCOJIOTHO  HEMPEOAOTMMYIO CHCTEMY 3allUThl  MNPUHIUIIHAIBHO
HeBo3MOXkHO. [loka II/In HaxonmaTcs B oOpallieHHH, MPUHUMAEMBbIE MEPHI MOTYT TOJIBKO
CHU3UTH BEPOATHOCTh HETATUBHBIX BO3JACUCTBUI WK yIepO OT HUX, HO HE UCKIIIOUUTh UX
HNOJIHOCTBIO. [Ipy TOCTaTOYHOM KOJIMYECTBE BPEMEHU U CPEICTB BO3MOXKHO INPEOIOJIETH



mo0yro 3amuty. [loaTOMy HMMeeT CMBICT paccMaTpuBaTh HEKOTOPHIH MpHUEMIIEMbIN
ypoBeHb obecriedeHusi Oe3omacHOCTH. BpIcOK0dPeKTHBHAS CHCTEMa 3allUThl CTOUT
J0pPOT0, MCMOJIB3YyeT MpHU paboTe CYIICCTBEHHYIO YacTh PECypCOB M MOXKET CO37aBaTh
OIIyTUMBIE JOMOJHUTENIbHBIE HEYJ00CTBA TMOJb30BaTEsIM. BakHO MpaBWIBHO BHIOpATh
TOT JOCTATOYHBIA YPOBEHB 3alIUTHI, IPH KOTOPOM 3aTpaThl, pUCK U Pa3Mep BO3ZMOKHOTO
yiiep0a ObuTH OBl TPUEMIIEMBIMH.

5.8.IlepconanibHas OTBETCTBEHHOCTh

[Ipeamonaraer Bo3JIOXKEHUE OTBETCTBEHHOCTH 3a obecrnieuenue OezomacHoctu [1/[x
U CHCTEMbl UX 00pabOTKM Ha KaXXJIOro COTPYAHHMKA B Mpeleiax ero mojHomouuii. B
COOTBETCTBUHM C 3THUM MPHUHIIMIIOM paCIpeiesicHHe MpaB U OO0A3aHHOCTEH COTPYAHHKOB
CTPOHUTCSI TaKUM 00pa3oM, 4yTOOBI B cllydae JIF0OOT0 HapyIIeHHs] KPYyT BUHOBHHUKOB OBLT
YETKO U3BECTEH WJIM CBEJEH K MUHUMYMY.

5.9.MuHuMH3anus MOJTHOMOYHMI

O3HavaeT NPEAOCTABIICHUE TMOJIb30BATEIsIM MHUHUMAJIBHBIX TMpaB JIOCTyNna B
COOTBETCTBHM CO  CHOykeOHOM HeoOxommmocThio. Jloctym k II[ln  gomkeH
MIPE0CTABIISATHCS TOJIBKO B TOM ClIydae U 00beMe, €ClId 3TO HEOOXO0IUMO COTPYHHUKY IS
BBITIOJTHEHHUS €T0 JOJIKHOCTHBIX 00sS3aHHOCTEH.

5.10.Uckiiouenne KoH(GIUKTA HHTepecoB (pa3esneHue pyHKIMii)

OddextuBHas  cucrema  oOecriedeHHs ~ UHMOPMALMOHHOM  0€30MaCHOCTH
MPEANOJaraeT 4YeTkoe pa3ziesieHrne 00a3aHHOCTEN COTPYAHUKOB U UCKIIIOUEHUE CUTYaLIH,
Korja cdepa OTBETCTBEHHOCTH COTPYAHHMKOB JOMycKaeT KOH(MIUKT uHTepecoB. Cdepsl
MOTEHIUANbHBIX KOH(MIUKTOB JOJOKHBI BBISBISATHCS, MUHHUMH3UPOBATHCSA, U HAXOIMUTCS
IO/ CTPOTUM HE3ABUCHUMBIM KOHTpPOJIEM. Peanu3anus TaHHOTO NPUHLMIIA MPEANOJaraer,
YTO HE OJAUH COTPYIHHUK HE JOJHKEH UMETh IIOJITHOMOYMH, ITO3BOJISIOIINX €EMY €IHMHOJINYHO
OCYILLECTBJIATH  BBIIIOJIHEHWE  KPUTHYHBIX  omnepauui. Haxpenenue  cOTpyaHUKOB
MOJIHOMOYMSMH, TOPOXKIAIOIIMMU  KOH(JIUKT HHTEPECOB, JaeT €My BO3MOXXHOCTh
MOJITACOBBIBATh MH(POPMAIMIO B KOPBICTHBIX LIESAX MM C TEM, YTOOBI CKPBHITh IPOOJIEMBI
WM TIOHECEHHbIC YOBITKHM. Jlnsi cHukeHuss pucka ManunyiaupoBanus [IJlH u pucka
XUILEHUS, TaKkue IOJIHOMOYHUS JOKHBI B MAaKCUMaJbHO BO3MOXHOW CTENEHU ObITh
pa3ieNieHbl MEXIAy pPa3IMYHBIMA COTPYJHHMKaMH WM noapasaencHusmMu  Otaena.
Heobxoaumo mpoBOAUTH MEPUOJUYECKHE TMPOBEPKH OO0sA3aHHOCTEH, QYHKUUNH U
JEeSATEIBHOCTH COTPYJHUKOB, BBITOIHSIOUUX KIIOYEBbIE (YHKLIHUU, C TEM, YTOObI OHU HE
MMEIIM BO3MOKHOCTH CKPBIBATh COBEPLICHHWE HEMPABOMEPHBIX AeicTBHil. Kpome Toro,
HEOOXO0JMMO TMPUHUMATHh CIHEUUATIbHBIE MEpPHl [0 HEJOMYLIEHUIO CroBOpa MEXIY
COTPYAHUKAMU.

5.11. B3aumopeilcTBHE U COTPYAHUYECTBO

[Ipenmonaraer co3manue OnarompusTHON aTtMocdepsl B KojuiektuBe Otaena. B
TaKol 00CTaHOBKE COTPYAHHMKH JOJDKHBI OCO3HAHHO COOJIOAATh YCTaHOBJICHHBIE IIPaBUiia
U OKa3bIBaTh COACUCTBUE JESATEIILHOCTH OTBETCTBEHHOIO 32 00paboTky I1/1H.

PykxoBoncTBo OT/ena HECET OTBETCTBEHHOCTh 3a CTPOrO€ COOMIOJEHUE ATHUECKUX
HOPM U CTaHAapTOB MPOQPECCHOHANBHOW  JEATENbHOCTH, MOAYEPKUBAIOLIEH U
JEMOHCTPUPYIOIIEH  MepcoHaly Ha  BCEX  YPOBHSIX  BAXKHOCTh  oOecreueHus
uHpopmarmonHon 6e3onacHoctu Otaena. Bee cotpyanuku Otaena JOJKHBI OHUMATh



CBOIO pOJIb B Tpoliecce obecnedeHus: MHGOPMAIIMOHHONW O€30MacHOCTH M NPUHUMATh
ydyacThe B 3TOM Iporecce. HecmoTpss Ha TO, 4TO BBICOKas KyJbTypa oOecreueHus
UH(GOPMAITMOHHON 0€30MaCHOCTH HE TapaHTUPYET aBTOMATUYECKOTO JOCTHKEHHS IIeJIeH,
€€ OTCYTCTBHUE CO3/1aeT OOJIbIlIe BO3MOXKHOCTEH /i HapylleHUus O€30MacHOCTU WM HE
oOHapy>keHUs PaKkTOB ee HapyIICHUSI.

5.12. I'n0KocTh CHCTEMBI 3ALINTHI

Cucrema obecrnieueHusi HHGOPMAIIMOHHON 0€30MacHOCTH JIOJDKHA OBITH CITIOCOOHA
pearupoBaTh HA U3MEHEHUsI BHEITHEH Cpelibl U YCIOBUM ocyliecTBiIeHUuss OTAEI0M CBOEH
JNEATENbHOCTH. B 4yncio Takux M3MEHEHUN BXOJIAT:

- W3MEHEHUS OPTaHU3aLMOHHON U IITaTHOU CTPYKTYphl OTAena,;

- WU3MEHEHUE CYIIECTBYIOIIMX WJIM BHEAPEHHE MPUHIMUIIMAIBLHO  HOBBIX

UH(OPMAITMOHHBIX CUCTEM;

- HOBBIC TEXHHUECKHE CPEJICTBA.

CBOICTBO THOKOCTHM CHCTEMBI oOecrieueHus HHGOPMAIMOHHONW OE€30MacHOCTH
n30aBIsIeT B TaKUX CUTYyalMsIX OT HEOOXOJAMMOCTH TPHUHATUS KapAWHAIBHBIX MEp IO
MOJIHOM 3aMEHE CpEJCTB M METOJIOB 3allUThl Ha HOBBIE, YTO CHIKAET €€ OOIIyro
CTOUMOCTb.

5.13. OTKPBITOCTH AJITOPUTMOB U MEXaAHU3MOB 3AIIIUTHI

CyTpb NpUHIUIIA OTKPHITOCTH AJTOPUTMOB U MEXAHU3MOB 3alUTHI COCTOUT B TOM,
YTO 3allluTa HE JOJDKHA OOECHeuMBaThCA TOJIBKO 3a CUYET CEKPETHOCTU CTPYKTYPHOH
OpraHM3ali W aJTOPUTMOB (PYHKIIMOHUPOBAHUS €€ MOJCHUCTEM. 3HAHUE AITOPUTMOB
paboThl CHCTEMBI 3alIUTHl HE JOJDKHO JaBaTh BO3MOXKHOCTH €€ MpeojofieHus (maxke
aBTopam). JTO, OJHAKO, HE O3HAYaeT, YTOo MH(opManus 00 UCHOJIB3YEMbIX CHCTEMaX U
MEXaHM3MaX 3alllUThl JOJDKHA ObITh 00IIEI0CTYITHA.

5.14. TIpocToTa NpUMEHEHHs CPEeICTB 3alUThI

MexaHu3Mbl 1 METOABI 3aIIUTHl JOJKHBI ObITh MHTYUTUBHO MOHSTHBI U MPOCTHI B
UCIOJIb30BaHuU. [IpuMeHeHue cpeaCcTB U METOA0B 3aLUThl HE JOJKHO OBITh CBSI3aHO CO
3HaHWEM CHEIHUAJIbHBIX S3bIKOB WJIM C BBIIOJHEHHEM JCHCTBHUM, TpeOyrommx
3HAYNUTEIBHBIX JOTIOJTHUTENBHBIX TpyZo3aTpar npu 0OBIUHOM pabote
3aperucTpUPOBAHHBIX TOJIb30BATENEH, a TaKkKe HE JIOJDKHO TpeOOoBaTh OT MOJIb30BATENs
BBIIIOJIHEHHSI PYTUHHBIX MAJIOMOHSATHBIX €EMY OIepaLlyi.

5.15. O00CHOBAaHHOCTH M TEXHMYECKASl PeaIN3yeMoCTh

WNudopManinoHHbIe TEXHOJIOTHH, TEXHUYECKHE W IPOrPaMMHBIE CPECTBA, CPEICTBA
u Mephl 3amuThl [1/H 10mKHBI OBITH peann30BaHbl HA COBPEMEHHOM YPOBHE pPa3BUTHSI
HAYKH M TEXHUKH, OOOCHOBAHBI C TOYKH 3pPEHUS JOCTIKCHHS 3alaHHOTO YPOBHSI
0€301MacHOCTH HMH(OpPMAIIMU M SKOHOMHYECKOM 11eJ1ecO00pa3sHOCTH, a TaKXKe TOJDKHBI
COOTBETCTBOBATh YCTAHOBICHHBIM HOpMaM M TpeboBaHusM 1o 6e3onacHocTu [1/1H.

5.16. Cnennanuzauus u npogecCUHOHATUIM

[Ipenmonaraer mpuBiedYeHHE K pa3pabOTKe CPEACTB M peaiM3alliy MEp 3allUThI
[1/la cenmanv3upOBaHHBIX OpraHU3alN, HanOOJIee MOATOTOBICHHBIX K KOHKPETHOMY
BUJIy JIEATEIBHOCTH TIO OOecrmedeHnto O0e30MmacHOCTH WH(GOPMAIIMOHHBIX PECypCOoB,
MMCIOIINX OTBIT MPAKTUYECKOW pPabOThl W TOCYJApPCTBEHHYIO JHIICH3UIO HA TIPaBO



OKa3aHMs yCIIyT B 3TOM oOsiactu. Peanuzanusi aIMUHUCTPATUBHBIX MEP U 3KCIUTyaTalus
CPEICTB 3alllMThl JOJDKHA OCYIIECTBIATHCS MPOGECCUOHANBHO MOATOTOBICHHBIMU
cnenuanuctamu Otzena (OTBETCTBEHHBIX 3a OpraHu3aiuio oopadotku [1/1H).

5.17. Obs3aTeNIBLHOCTH KOHTPOJIS

[Ipeanonaraer 0053aTebHOCTh U CBOEBPEMEHHOCTb BBISABJICHHUS M IPECEUCHUS
MOTMBITOK HApYIICHHWs] yCTaHOBJCHHBIX NpaBwil, obecriedeHust Oe3omacHoctu [1/[H, Ha
OCHOBE HCIIOJIb3YeMBbIX CHCTEM W CpeAcTB 3amuThl [IJ[H, mpu COBEpIIEHCTBOBAaHUU
KPUTEPUEB U METOJOB OIEHKU 3(P(PEKTUBHOCTH ITUX CUCTEM U CPE/ICTB.

KoHTposnb 3a 1eaTeTbHOCThIO JTI000T0 MOIb30BaTeNs, KaXKIOTO CPEACTBA 3alUTHI U
B OTHOLICHHUH JIFOOOTO 00BEKTA 3alIUTHI JOKEH OCYIIECTBIATHCS Ha OCHOBE MPUMEHEHHUS
CPEICTB OIEPATUBHOTO KOHTPOJSI M PETUCTpallMM W JIOJDKEH OXBaThlBaTh Kak
HECaHKIIMOHUPOBAHHBIE, TAK ¥ CAHKIIMOHUPOBAHHBIE JCHCTBHSI MTOIH30BATEICH.

Kpowme Toro, a¢dekTrBHas cucteMa obecrieueHusi HHGOPMAIIMOHHON 0€30MaCHOCTH
TpeOyeT Haiauuus aJeKBATHOW U BCEOObEMITIOLIEH MH(OpPMAIMK O TEKYIIEM COCTOSHUHU
IPOLIECCOB, CBSI3aHHBIX C JABI)KEHHEM HWH(GOpPMAlUW W CBEIEHUH O COOMI0EHUN
YCTAHOBJICHHBIX HOPMATHUBHBIX TPEOOBaHWM, a TakKe JOMOJIHUTEIbHOM HH(pOpMAIUU,
UMEIOLIEH OTHOILIEHUE K MPUHATHIO pemieHud. MHpopmanus nomkHa ObITh HAJIEKHOH,
CBOEBPEMEHHOM, JOCTYIHON U MPaBUIBHO OPOPMIIEHHOM.

Henocrarku cucteMsl o0ecrieueHus: HHPOPMaMOHHOM 0€301aCHOCTH, BbISIBIICHHbBIE
corpyaaukamu Otena JODKHBI HEMEMJIECHHO JTOBOIUTHCSA IO CBEACHHS PYKOBOAMTEIS
OTnena u ONMEpaTMBHO YCTPAHATHCA. BOMpPOCHl, KOTOpBIE KaXXyTCs HE3HAYUTEIbHBIMH,
KOTJla OTAENbHBIE MPOIECCHl PACCMATPUBAIOTCS M30JIMPOBAHHO, MPH PACCMOTPEHUU HUX
HapsIy C IPYTUMU acrleKTaMH MOTYT yKa3aTh Ha OTPUIATENIbHBIC TEHICHIINH, TPO3SIIIe
nepepacTy B KpyIHbIE HEJOCTATKH, €CITU OHU HE OyIyT CBOEBPEMEHHO yCTPaHEHBI.

6. Mepbl o0ecnieyeHnsi HHPOPMAMOHHOI 0€30M1ACHOCTH
Bce mepsl odecnieuenns 6e3onacHocty MCIT/{n OTtnena moapasaenstorces Ha:

6.1. 3akoHoaaTesIbHbIE (IPABOBBbIE) MEPHI 3aAIUTHI

K npaBoBbIM Mepam 3aluThl OTHOCSTCS JEHCTBYIOIIME B CTPAaHE 3aKOHBI, YKa3bl U
HOPMaTHBHBIC aKTHI, peTJaMEHTHPYIOIIKE IpaBuiia oopamenus ¢ [1JIH, 3akperuistoniye
mpaBa W OOS3aHHOCTH YYaCTHUKOB WH(POPMAIMOHHBIX OTHONICHWH B TMPOIECCE HX
00pabOTKM W UCIOJB30BaHUS, a TaKKe YCTAHABIMBAIOIIME OTBETCTBEHHOCTh 3a
HapyIIeHUs 3THX NpaBwil. [[paBoBbIe MephI 3alIUTHI HOCSAT B OCHOBHOM YITPE)KIAFOIIIHA,
NpOPUIAKTUYECKUI XapakTep M TPeOyIOT MNOCTOSHHOM pa3bsICHUTENBHONW pabOThl €
MoJIb30BaTe sIMU U oocmyx)uBatoimum nepconanoM MCIT/In Otaena.

6.2. Mopa/jibHO-ITH4YeCKHE MepPbl 3alllUThI

K MopanpHO-3THYECKMM MEpaM OTHOCATCA HOPMBI TOBEACHMS, KOTOpHIE
TPAAMLIMOHHO  CIOXKWINCh WM  CKJIQAbIBAIOTCA 1O  MEpe  paclpOCTPaHECHHUS
MH(GOPMALIMOHHBIX TEXHOJIOTHM B 001IEeCTBE. DTH HOPMBI OOJIBIIEH YaCThIO HE SIBISIOTCS
00s13aTeTbHBIMU, KAaK 3aKOHOJIATEIbHO YTBEPXICHHbIE HOPMATHBHBIE aKThI, OJJHAKO, UX
HECOOJIIOICHHE MOKET MPUBECTH K MAJEHUIO0 aBTOPUTETA, MPECTHkKA YEJIOBEKa, TPYIIIbI
mun iy Otnena B nejaoM. MopanbHO-3TUYECKHE HOPMBI OBIBAIOT KaK HEMHCaHbIe, TaK U
[HUCaHble, TO €CTh OQPOPMIIEHHBIE B HEKOTOPBIN CBOJ (yCTaB) MpaBUII WM NPEIINUCAHUI.
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MopanbHO-3THUYECKHE MEpbl 3alUThl  SBISIIOTCA MPOPMIAKTUYECKUMU U TPeOyroT
MOCTOSIHHOM PaOOThI [0 CO3AAHUIO 3I0POBOI'0 MOPAJILHOTO KJIMMATa B KOJIJIEKTHBE.

6.3. TexHoJioTMYeCcKHe MePbI 3alIIUTHI

K maHHOMY BUIy MeEp 3aIlMThI OTHOCATCS Pa3HOTO poa TEXHOJIOTHYECKUE PEIICHMS
U TpUEMbl, OCHOBAHHBIE HA WCIIOJIb30BAHUM HEKOTOPBIX BUAOB H30BITOYHOCTH
(cTpykTypHOW, (QYHKIHMOHAIbHOM, WH(MOPMALMOHHOW, BpPEMEHHOM U T.OI.) W
HaIlpaBJICHHbIE HA YMEHBIIEHHE BO3MOYKHOCTH COBEPIICHHS COTPYJHUKAMH OLIMOOK U
HapyILIEHU B paMKax MPeI0CTaBICHHBIX UM IIPaB U MOJTHOMOYHH.

6.4. Opranu3anuoHHbIe (AAMUHUCTPATUBHbIE) MePbI 3AIIIUTHI

OpraHu3aiMoHHble  (aAMUHUCTPATUBHBIE) MEphl  3alUUTBl - 3TO  MEpHI
OpPraHU3allMOHHOTO XapaKTepa, perjaMeHTUpPYIoIue IMpouecchl (YHKIHMOHUPOBAHUS
cuctembl 00padoTku [1/1H, ucnionb3oBaHKe €€ peCypcoB, EATENbHOCTh O0CITYKUBAIOLIETO
IIEPCOHANIA, a TaKXe IOPSAOK B3aWUMOJECHCTBHS IOJIB30BATENEM C CHUCTEMOM TaKUM
oOpa3oM, uTOObl B HaWOOJBIIEH CTENEHU 3aTPYAHUTh WU HCKIIOYUTh BO3MOKHOCTb
pean3anuu yrpo3 0€30MacHOCTH WM CHU3UTh pa3Mep MOTEPh B ClIydae UX peasln3alluu.

6.5. @opmupoBaHue MOJUTHKH 0€30MACHOCTH

[maBHass 1enp AaJIMUHUCTPATUBHBIX MeEp, MPEANPUHUMACMBIX HA BBICIIEM
VIOPABJICHYECKOM YpPOBHE - c(opMUpOBaTh NOJUTUKY B 00JacTH OOEcCreYeHHs
oeszonacHoctu [IJ[H (oTpaxkaromyro mnoaxoasl K 3ammure [I/IlH) um obOecneuuth ee
BBINIOJIHEHHE, BBIEIISISI HEOOXOIUMBIE PECYPChl U KOHTPOJIUPYS COCTOSIHUE JIET.

C npakTU4ecKoil TOYKHU 3pEHHs MOJUTUKY B 00nacTh obecreueHus 0e30MacHOCTU
[11a B OTaene nenecoodbpa3Ho pa3duTh Ha JBa ypoBHA. K BepxHEMYy YpOBHIO OTHOCSTCS
pelieHusl pyKOBOJICTBA, 3aTparuparomue nesreiabHocTb Otaena B uenom. Ilonurtuka
BEPXHErO0 YPOBHS JOJDKHA UYETKO OYEepPTUTh c¢epy BIUSHHUA M OrPaHUUYEHUS MpU
ompeneneHun  1eneil  O6ezomacHoctu  [1/[H, ompemenuTe KakMMH  pecypcamu
(MaTepuanbHbIe, CTPYKTYPHBIC, OpraHU3allMOHHBIE) OHM OYIyT JOCTUTHYTHI, U HAWTU
pa3yMHbIH  KOMIIPOMHMCC  MEXIy  HIpPHUEMJIEMbIM  YpPOBHEM  O€30MAacCHOCTH U
(YHKIIMOHATBLHOCTHIO.

[TonmuTHKa HIKHErO YPOBHS, ONpEAENseT MPOLEAyphbl, U TMpaBUiIa JOCTHUKECHUS
uenae u pemeHusa 3aaad OezonacHoctd II/IH w getanusupyer (perinamMeHTHPYET) 3TH
npaBuJia:

- KakOBbI pOJIM U OOS3aHHOCTU JOJKHOCTHBIX JIUI, OTBEYAIOIIME 332 MPOBEICHUE
noauTuku 0e3onacHocTu I1/1H;,

- KTO MMeeT mpaBa noctyna K [1/[H, KTo U mpHu KaKuX YCJIOBHSIX MOXET YUTATh H
MoudumupoBats 10 u T.71.

- IlonauTuka HUKHETrO YPOBHS JOJIKHA!

- MpeAyCMaTpuBaTh PErjlaMeHT WH()OPMAIMOHHBIX OTHOLIEHUH, HMCKIHOYAIOUIUX
BO3MO>XHOCTh TPOM3BOJIBHBIX, MOHOMOJBHBIX WM HECAHKUHOHUPOBAHHBIX JEHCTBUIl B
OTHOIIIEHUU UH(POPMAIIMOHHBIX PECYPCOB;

- ONpEAeNATh KOAIUIIMOHHBIE U UePAPXUUECKUE MPUHIIUITBI U METObI pa3/IeIeHUs
CEKpEeTOB M pa3rpannyeHus gocryna k [1/1x;

- BBIOMpATh MPOrpaMMHO-TEXHUYECKHUE (ammapaTHbIe) CPECTBA MPOTUBOICHCTBHUS
HCJl, ayrentuduxamum, aBTOpU3aLUU, WJISHTUUKALIMK H APYTUX  3aIIUTHBIX
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MEXaHU3MOB, OOECHEUYMBAIOIIMX TapaHTUM peaju3allid TMpaB U OTBETCTBEHHOCTHU
CyOBEKTOB HH(POPMALIMOHHBIX OTHOLIEHUH.

6.6. PersameHTanus 10cTyna B moMenieHusi

Komnonentst UCII[H Ortnena [O0DKHBI — pa3MellaTbes B MOMEIICHHUSX,
HAXOJSIIMXCS TMOJ OXpaHOW WM HAOJIOJCHHEM, HCKIIOYAIOIMIMM  BO3MOXKHOCTh
OCCKOHTPOIHHOTO MMPOHUKHOBEHUS B MIOMEIIEHUS TTOCTOPOHHUX JIUIT M 00ECTICUNBAIOIITIM
(UBUYECKYI0 COXPAaHHOCTh HAxXONAIIMXCS B TIOMEMICHUHM 3allUIIAEMBIX PECypcoB
(moxkymentoB, APM u T1.n.). YOOpKa Takux MNOMENICHUN [OJKHA MPOU3BOJIUTHCS B
MPUCYTCTBUM  OTBETCTBEHHOTO COTPYAHMKA, 3a KOTOPHIM 3aKpeIIeHbl JaHHBIC
KOMIIOHEHTBI, C COOJIIOJICHUEM MEpP, HCKIIOYAIONIMX JOCTYH MOCTOPOHHUX JIMI[ K
3aImuIaeMbiM HTHHOPMAIIMOHHBIM PECypcaMm.

Bce mocTtopoHHue JsMia JOMYCKalOTCS B TOMENIEHUS C KOMIIOHEHTaMH
MH(OPMAITMOHHON CUCTEMBI TOJBKO B MMPUCYTCTBUH COTPYIHUKOB OTena.

[To oxoHyaHuu pabovero JHs, MOMEIIEHHUS, B KOTOPBIX PAa3MEIIAOTCsI KOMIIOHEHTHI
NCTIIa Otnena, 10KHBI 3aMPAThC HA KITIOY, TTO BO3MOKHOCTH OTIE€YaThIBATHCS .

B ciydae ocHaieHusi oMeeHU CpeicTBaMU OXPAaHHOM CUTHANM3AINK, a TaKXKe
aBTOMATU3UPOBAHHON CHUCTEMON MpHUEeMa M PETUCTPAIMU CUTHAJIOB OT ATHUX CPEJCTB,
MpUeM-c/iaua TaKUX MOMEIIEHUH 101 OXpaHy OCYIIECTBIISETCS HA OCHOBAaHUM CIEIUATBHO
pa3pabaThiBa€MO HHCTPYKLIUU.

6.7. PersameHTauus JA0IMycKa COTPYAHUKOB K HCI0JIb30BAHUIO
HH(OPMALIMOHHBIX PECypPCOB

B pamkax paspemurenbHoil cUCcTeMbl (MAaTpHUIbI) JOCTYIA YCTAHABIMBAECTCS: KTO,
KOMY, KaKyr0 MHQOpMaLMIO U Uil KaKOTO BHJA JOCTYNa MOXET MPEIOCTaBUTh U MpHU
KAKUX YCJIOBUSIX.

Jomyck momnw3oBareneit k pabore ¢ MCII[In Otaena m goctym K uMX pecypcam
JOJDKEH OBITh CTPOro periamMeHTHpoBaH. JIroOble M3MEHEHUs cOocTaBa W IMOJHOMOYMIA
II0JIB30BATENEN MMOJCUCTEM JOJKHBI IPOU3BOAUTHCS YCTAHOBIEHHBIM HOPSIKOM.

YPOBEHb MNOJHOMOYMH Ka)XJOrO IIOJIb30BATENS OIPEAEIAETCS WHIUBHIYAIBHO,
co0uoas caeayrone TpeOoBaHus:

- KaXIbIi COTPYAHHUK TIIOJB3YETCS TOJBKO MPEANUCAHHBIMU €My IIpaBaMH IO
orHomieHuto Kk II/IH, ¢ koTOopeiMM emy HeoOxoauma padoTa B COOTBETCTBUU C
JOJKHOCTHBIMU O0sI3aHHOCTSAMH. Pacimpenue npas A0CTyna U NpeaoCcTaBiIeHUE JOCTyIa
K JIONOJIHUTEIbHBIM MH(OPMAIIMOHHBIX pecypcaMm, B 00A3aTENbHOM MOPSAKE, AOJKHO
COTJIACOBBIBATHCS C OTBETCTBEHHBIM 3a opraHu3alio oopadotku I1/1H;

- pykoBoautens Otaena uMeeT TMpaBa Ha MPOCMOTP HHQPOpPMAIMH CBOUX
MIOJYMHEHHBIX TOJIBKO B YCTAHOBJIEHHBIX IIpelelaX B COOTBETCTBHM CO CBOWMH
JOJIKHOCTHBIMU OOSI3aHHOCTSIMU.

Bce corpyanuku Ortnena u 0OCIYKMBAIOIIWKA TEPCOHAN, JIOJKHBI HECTH
MEPCOHAJIBHYIO OTBETCTBEHHOCTh 3a HAPYIICHHS YCTAHOBJIEHHOTO TopsAJiKa 00paboTKu
[1/11, npaBus1 XpaHEeHUsI, UCTIOIB30BAHUS U TIEPEIAUn HAXOAUIUXCS B UX PACHOPSIKEHUU
3allMIIAEMbIX pecypcoB cucTeMbl. Kaxablii cOTpyIHUK (IIpU MpueMe Ha padoTy) TOJKEH
NOJMUCHIBATh 00S3aTEIBCTBO O COOJIOJEHUM UM OTBETCTBEHHOCTH 3a HapyIlIEeHUE
yCTaHOBJIEHHBIX TpeOoBaHuM 1o coxpanenuto [1/{n Otnena.

Oo6pabotka II/Iln B kommonentax WCII[Jn Otnena nomxkHa NpPOU3BOAUTHCS B
COOTBETCTBHUHM C YTBEPKICHHBIMUA TEXHOJOTMYECKUMHU HHCTPYKLHASMH.
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6.8. PersiamMeHTanmusi  MPOIECCOB  OOCAYKHBAHUSI M OCYIIECTBJICHHA
MOAU(PUKAIIMA aANMAPATHBIX U MPOTrPAMMHBIX PeCypcoB

B mensx momumepkaHus pexuMa HHGOPMAIIMOHHON O€30IMacHOCTH ammapaTHO-
mporpaMMHasi KOH(UTypalus aBTOMaTU3UPOBAHHBIX pab04YMX MECT COTpYAHUKOB OT/iena,
C KOTOPBIX BO3MOXKCH JIOCTYl K pecypcaM HH(POPMAIMOHHOW CHCTEMBI, JIOJDKHA
COOTBETCTBOBATh KPYT'y BO3JIOKCHHBIX HA JIaHHBIX IOJb30BaTelei (HyHKIIMOHATBHBIX
00s13aHHOCTEM.

B xommonenTax nHGpOPMAIMOHHOW CHCTEMBI M Ha pab0YMX MECTaX IMOJIb30BaTEIIEH
JIOJKHBI YCTAaHABIIMBATHCS M HCTIOIB30BATHCS JINIICH3UOHHBIC TTPOTPAMMHBIE CPEICTRA.

6.9. Ob0ecneyeHne M KOHTPOJIb (U3NYECKON LEJOCTHOCTH (HEH3MEHHOCTH
KOH(pUrypauumn) annapaTHbiX pecypcos

O6opynoBanue HWHGPOPMALIMOHHBIX CUCTEM, HCIHOJB3YeMOE i1 JOCTyNna M
xpanenust II/IH, k KOTOpoMy JOCTyn OOCITYXKMBAIOLIET0 IE€pPCOHANa B IpPOLECCe
AKCIUTyaTallil He TpeOyeTcsl, mocie HajlaJ04YHbIX, PEMOHTHBIX U MHBIX pa0OT, CBSI3aHHBIX
C JOCTYIIOM K €r0 KOMIIOHEHTaM JIOJKHO 3aKpbIBAThCS.

6.10. ITox0op U MOATOTOBKA NMEPCOHAJA, 00yUeHHE M0JIb30BaTe el

[Tonb3oBatenn WCII[Jn Ortnena, a Takke PYyKOBOASIIMI M OOCITYXUBAIOIIMMA
MepcoHana JOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM ITOJITHOMOYHMM, a TaKxke
OpPraHU3alMOHHO-PACHIOPSIANTEIBHON, HOPMATUBHOW, TEXHUYECKON U DKCIUTyaTallHOHHOMN
JTOKYMEHTAIMeH, onpenensomniel TpedoBanus u nopsaok oopadorku [1/{n B Otaene.

Obecneuenne Oe3zonacHoctd [I/IH BO3MOXKHO TOJNBKO TMOCHE BBIPAOOTKUA Yy
MOJIb30BaTENIC  OMpeJEICHHON KYyJIbTYpbl palOOThl, T.€. HOPM, OOS3aTENbHBIX IS
WCIIOJTHEHUSI BCEMHM, KTO paboTaeT ¢ mHPopmMarmoHHbIMU pecypcamu Otnena. K takum
HOpPMaM MOKHO OTHECTH 3allpelleHHe JIOOBIX YMBIIUICHHBIX WJIM HEYMBIIUICHHbBIX
JEUCTBUN, KOTOpBIE HApylIaloT HOpMaybHyto pabdoty kommoHeHToB WCIIIn Otnena,
BBI3BIBAIOT JOMOJHUTEIIBHBIE 3aTPaThl PECYPCOB, HAPYIIAIOT LEIOCTHOCTh XPAHUMOW U
oOpabaTbiBaeMOii HMH(pOpPMAlMU, HAPYIIAIOT MHTEPECHl 3aKOHHBIX IOJIb30BATEIICH,
BIIAJICNIBIIEB WM COOCTBEHHUKOB.

Bce momws3zoBatenmm  WCII[ln  Otnmena  AOMKHBI  OBITh  O3HAKOMJICHBI  C
OpPraHU3allMOHHO - PACHOPAIUTEIbHBIMU JTOKYMEHTAMU MO 0OeCHedYeHHI0 0€30MacHOCTH
IIIn Otnena, B 4acTH, WX KacarolIeHcs, JOJKHBI 3HATh U HEYKOCHUTEJIBHO BBHITIOJIHSATH
WHCTPYKIIMM M 3HaTh oOmmMe oO0sS3aHHOCTH 10 oOlecneueHuto Oe3zonacHoctu [1/]H.
JloBenenue TpeOOBaHMI yKa3aHHBIX JOKYMEHTOB JI0 JIWII, JOMYIICHHBIX K 00paboTKe
3amumaeMbix [1/IH, 10KHO OCYIIECTBISATHCS MO POCIHCH.

6.11. OTBeTCTBEHHOCTh, 32  HApYUWIEHMs  YCTAHOBJEHHOI0  MOPSAKA
M0J1b30BaHUS pecypcaMu HHPOPMALMOHHON CHCTEMbI

Mepa OTBETCTBEHHOCTH IE€pCOHaNa 3a JACHCTBUSA, COBEPIICHHBIE B HAPYIICHHE
YCTaHOBJICHHBIX TIPaBUII oOecrieueHus: 6ezonacHoit padotsl ¢ [1/1H, nomkHa onpeaensaThes
HAHECEHHBIM yIIepOOM, HATMYUEM 3JI0TO YMBICHIA U APYTUMHU (PaKTOpamu Mo yCMOTPEHUIO
pykoBoactBa Otxena.

Jns peanm3anu OpUHIMIA NEPCOHAIBHON OTBETCTBEHHOCTH II0JIb30BAaTENICH 3a
CBOM JICUCTBUSI HEOOXOIUMBI:
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- WHAWBUAyaJbHAasS WIACHTHU(PUKAIUS TOJIb30BaTeNed W WHHUIMHPOBAHHBIX HMHU
IPOIIECCOB, T.€. yCTaHOBJIeHHE 3a HuUMU ujeHTudukatopa (login, Username), Ha 0Oaze
KOTOPOTO OYAET OCYIIECTBISATHCS pasrpaHUUYCHHE JOCTYMa B COOTBETCTBUU C TIPUHIIAIIOM
000CHOBAaHHOCTH JI0CTYIIA;

- TMPOBEPKa MOJITMHHOCTH MOJb30BaTeNeH (ayTeHTH(UKaIMs) Ha OCHOBE MapoJIeH;

- peaknmsi Ha TIONBITKM HECAHKIIMOHUPOBAHHOTO JOCTyMa (CHUTHATW3AIMS,
OJIOKMPOBKA U T.1.).

6.12. CpencrBa odecnieuenusi 6ezonacHoctu I1/{n
Jlnst  obecnieuenuss wWHPOPMAMOHHON Oe3omacHocTH  OTAena HMCMONb3YIOTCS
CJIEYIONTHE CPEICTBA 3aAIUTHI:

Duzuueckue cpedcmsea 3auunmul

dusnyeckne Mephl 3alUThl  OCHOBaHBI HA TMPUMEHEHWH pPa3HOTO poja
MEXaHUICCKUX, DJIEKTPOHHBIX WJTU AJICKTPOHHO-MEXaHUIECKUX YCTPOMCTB U COOPYKCHHH,
CHEIMaIbHO MPETHA3HAYEHHBIX IS CO3AaHMs (M3MYECKUX MPEMATCTBUN Ha BO3MOYKHBIX
OyTSX TPOHUKHOBEHHUS M JIOCTYNa MOTEHIUAIBHBIX HApYIIUTENIed K KOMIIOHEHTaM
cucteMbl u 3amumaeMbiM [IJ[H, a TakXke TEXHUYECKHX CpPEJICTB BH3yaJIbHOTO
HAOIIOACHUS, CBSI3U U OXPAHHON CUTHAIM3AIIHH.

st obecnieuenust pusmdeckoit 6ezonacHoctu komnonentoB VCII/In Heobxoanumo
OCYUIIECTBJISATh DSl OPraHU3alMOHHBIX M TEXHUYECKUX MEPONPUSTHM, BKIIOYAIOIINX:
MPOBEPKY 000PYI0BaHUs, IPEAHA3HAUYEHHOTO A1 00paboTku [1/1H, Ha:

- HaJIM4He CTCIHAIbHO BHEIPEHHBIX 3aKJIaIHBIX YCTPOUCTB;

- BBEACHUE JOIOJHHUTEIBHBIX OTPAHWYCHUW 10 JOCTyny B TIOMEIICHHS,
npeaHa3HaYeHHbIC sl XpaHeHus: u oopabotku [1]1H;

- o0opynoBaHue cHCTeM UWH(MOPMATH3AIMKA YCTPOWCTBAMHM 3alllUTHI OT COOEB
AIIEKTPOIUTAHUS U TTIOMEX B JIMHUSX CBS3H.

Texnuyeckue cpedcmsa 3aujumol

Texaudeckue  (ammapaTHO-TIPOTPAMMHBIE)  MEphl  3allUThIl  OCHOBAaHBI  Ha
WCITOJIb30BAaHUN PA3JIMYHBIX DSJIEKTPOHHBIX YCTPOWCTB M CHCIHAIBHBIX TMPOTPAaMM U
BBITIOJHSIONINX (CaMOCTOSITENIbHO MJIM B KOMIUJIEKCE C APYTUMHU CpEeACTBaMu) (HyHKIIUU
3amuThl (MACHTUPUKAIWIO U ayTeHTU(PHUKALIUIO TI0JIb30BaTeliel, pa3rpaHUuYeHUe TOCTYIIa
K pecypcam, perucTpalyio CoObITHI, KpUnTorpadguueckoe 3aKpbriTie HHOOPMAIUH U T.11.).

C yuetoMm Bcex TpeOOBaHMII M TIPUHITUIIOB obecmeuenus Oe3omacHoctu I1JIH 1o
BCEM HAIPaBJICHUSM 3alllUTHI B COCTaB CHCTEMbBI 3aIUTHI JOJDKHBI OBITh BKJIFOYCHBI
CJIETyIOIINE CPENICTBA:

- CpeICTBa pa3rpaHUYCHHUS TOCTYTA K TAHHBIM;

- CpeACTBa PETUCTPAIMU JOCTyNa K KOMIOHEHTaM WH(OPMAIMOHHOW CHCTEMBI U
KOHTPOJIS 32 UCTIOJIh30BaHUEM UH(POpMAIINK;

- CpENCTBA pearnpoBaHUsI HA HAPYIIICHHS PeKIUMA HHPOPMAITOHHOM O€30MTaCHOCTH.

Ha TexHuueckue cpefcTBa 3allUThl BO3JIAraeTCsl PEIICHUE CIEIYIOIINX OCHOBHBIX
3ajay:

- uaeHTUUKAIMA U ayTeHTU(UKAIMs TOJIh30BaTEeNIed MPH TOMOINA WMEH WIIH
CHelHaNbHBIX anmnapaTHbix cpeacTB (Advantor, Touch Memory, Smart Card u 1.11.);

- perjamMeHTanusi W YNpaBleHWE JOCTYIIOM TOJb30BaTelied B TMOMEMICHUS, K
(DMBUYECKUM U JIOTHYECKUM yCTPONCTBAM;
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- 3amuTa OT IPOHUKHOBEHMSI KOMIIBIOTEPHBIX BHUPYCOB M Pa3pyLIUTEIBHOTO
BO3JICHCTBHSI BPEIOHOCHBIX IIPOIPAMM,;

- perucrpanus BCEX ACHCTBUM IOJB30BATElN B 3AIUMILEHHOM JXypHAJIEe, HAIAYNE
HECKOJIbKAX YPOBHEHN PETUCTPALINH;

- 3alMTa JaHHBIX CHUCTEMBl 3allUTHl Ha (QaillloBoM cepBepe OT JocTyna
[0JIb30BATENEN, B UbU JOJKHOCTHBIE OOSI3aHHOCTH HE BXOJAWUT paboTa ¢ MHpOpMalu,
HaXOJSLIEHCS HA HEM.

Cpedcmesa udenmugpukayuu u aymenmu@urayuy noav3osamenell

B nensx npenotrBpaienus padbotel ¢ pecypcamu UCI{n Otnena mocTOpOHHUX JIUIL
HEOOX0oaMMO  00ECIeYnuTh BO3MOKHOCTH  PACTO3HABaHUSA  KaXKIOTO  JIETAIIBHOTO
moJTb30BaTeNsl (WM TPYMI mojik3oBareneit). st naeHTuduKammm MOTyT TPUMEHSTHCS
pPa3IMYHOTO pPOJila YCTPONCTBA: MArHUTHBIC KApPTOUKH, KIIOYH, KIIIOYEBbIE BCTaBKU,
JTUCKETHI U T.1I.

Aytentudukanus (MOATBEPKICHUE MOMJIMHHOCTH) IOJb30BATEIEH TAKKE MOMKET
OCYILECTBIISITHCA:

- NyTeM TMPOBEPKM HaJIUYMs Yy TIOJIb30BATENeH KaKUX-THOO CIElUaIbHBIX
YCTPONCTB (MAarHUTHBIX KapTOUEK, KIIFOUEH, KIIFOUEBBIX BCTABOK U T.J.);

- IyTEM MPOBEPKH 3HAHUSI UMU NAPOJIEH;

- TyTEM MPOBEPKHU YHUKATBHBIX (PU3NYECKUX XAPAKTEPUCTUK U MAPAMETPOB CaAMUX
MOJIb30BATENICH MPU MOMOIIHU CHEIUATBLHBIX OMOMETPUYECKUX YCTPOMCTB.

Cpedcmesa pazepanuienus docmyna

30HBI OTBETCTBEHHOCTH M 33Ja4¥ KOHKPETHBIX TEXHMYECKUX CPEICTB 3AILUTHI
YCTaHaBJIMBAIOTCS UCXOJSA M3 MX BO3MOXKHOCTEH M 3KCIUTyaTalMOHHBIX XAPAKTEPUCTUK,
OMMCAHHBIX B JOKYMEHTAILIMH HA JAHHbIE CPEJCTBA.

TexHUYecKue CpecTBa pa3rpaHUYEHUs] JOCTYIA JOJIKHBI 10 BO3MOXHOCTH OBITh
COCTAaBHOMW YaCThIO €JUHON CUCTEMBI KOHTPOJIS AOCTYIIA:

- Ha KOHTPOJIHMPYEMYIO TEPPUTOPHUIO;

- B OTJEJIbHBIE IOMELIEHUS;

- K KOMIIOHEHTaM HH(popManMoHHON cpeabl OThena W 3JIEMEHTaM CHUCTEMBbI
3amuthl 1111 (pusnyeckuii noctyn);

- K HHQOPMAUMOHHBIM pecypcaM (JOKyMEHTaM, HOCUTEISIM HH(POpPMALINH,
¢aiinam, Habopam JTaHHBIX, ApXUBaM, CIIpaBKaM U T.]1.);

- K aKTUBHBIM pecypcam (IIPUKIaIHBIM IPOTpaMMaM, 3aa4am U T.I1.);

- K ONEpPAlMOHHON CUCTEME, CUCTEMHBIM IPOTrpaMMaM U MporpaMmam 3ailuThl.

Cpeocmea obecneuenus u KOHMPOAA YELOCHHOCIU

CpenctBa oOecriedeHHsi LEJIOCTHOCTH BKIIIOYAIOT B CBOM COCTaB CpeiCTBa
PE3EpBHOTO  KOMHUPOBAHUS, MPOrpaMMbl  AHTUBUPYCHOM  3alIUTBI, IPOTrpaMMBbI
BOCCTaHOBJICHUS IIEJIOCTHOCTH OIEPAIMOHHON cpeibl U 0a3 JaHHBIX.

CpenctBa  KOHTpOJISL — LIETIOCTHOCTH  MH(OPMAIIMOHHBIX  PECYpPCOB  CHUCTEM
MpeHA3HAYCHBI JJII CBOEBPEMEHHOTO OOHApYXEHUS MOIU(DHUKAIMN WIA HCKaKEHUS
pecypcoB cucteMbl. OHM TIO3BOJISIOT O0ECIEUNUTh TPABUIBHOCTHh (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIIUTHI U LIEJIOCTHOCTh XPaHUMOM U 00pabaTbiBaeMoi nHMOpMAaIUK.

KoHTposb 11€710cTHOCTH MHGOPMALIMM U CPENICTB 3alIUThI, C LIEJIbI0 00eCreYeHUs
HEU3MEHHOCTU MH(DOPMAIITMOHHOM Cpefibl, ONpeIesieMOi MPelyCMOTPEHHON TEXHOJIOTueH
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00pabOTKM, W 3alMThl OT HECAaHKIMOHUpOBaHHOW Momudukanuu I[1/ln  momwkeH
o0ecIieynBaThC:

- CpeACTBAaMH pa3rpaHMYCHHS JOCTyrma (B TIIOMCEHICHUSA, K JOKyMEHTaM, K
HOCHUTEJISIM HH(POPMAIIUH, K CepBEpaM, JIOTHICCKUM yCTPONCTBAM U T.11.);

- CpeACTBaMU AJICKTPOHHOMN MOIHCH;

- CpeACTBaMH IMOJACYETa KOHTPOJIBHBIX CYMM (JIJIS1 UCIIOJIb3yeMOT0 MPOTPaMMHOTO
obecricueHus).

Cpencrsa onepaTuBHOIO KOHTPOJISI M PErHCTPANUM COOBITHIT 0€30IIaCHOCTH

CpeactBa OOBEKTMBHOIO KOHTPOJS JOJDKHBI OOecreuuBaTh OOHApyKEHUE H
pEerucTpanro Bcex coObITHI (neicTBUi noJib3oBaTeneld, nonsitTok HCJ u 1.11.), KOTOpBIE
MOTYT TIOBJIEYb 3a COOOM HapylieHue Oe30MacHOCTH M TPUBECTH K BO3HMKHOBEHHIO
KPU3UCHBIX CHUTyalud. AHanu3 CcOOpaHHOW CpeACTBaMU pErucTpauud HHPOPMALUH
MO3BOJISIET BBISIBUTH (DAKTHI COBEPUICHUS HAPYLIEHUH, UX XapaKTep, MOJCKa3aTh METOJI €ro
paccieioBaHusl U CHOCOObI NOMCKA HAapyLIMTENs W HcHpaBiieHus cutTyaruu. Cpenactsa
KOHTPOJISL U PETUCTPALU JOJHKHBI TPEAOCTABISATh BO3MOKHOCTH:

- BEJICHHUSA U aHaJIM3a )KyPHAJIOB PETUCTPALlUU COOBITUN O€30MaCHOCTH (CUCTEMHBIX
KYpHAJIOB);

- MOJy4YeHHs] TBepAOM Komuu (MeyaTH) IHKypHaja pPETUCTPALUU COOBITUI
0e30I1aCHOCTH;

- YHOOPSAOYEHUS KYPHAJIOB, & TAaKXKE YCTAHOBJIEHHUS OTPAaHUYEHUN HA CPOK HUX
XpaHEHHS],;

- OIEPATHBHOIO OMOBEILIEHUSI OTBETCTBEHHOI'O 3a opraHusaiuio oopadborku I1JIxH o
HapyILICHUSX.

[Ipu peructpanuu coObITUI O€30MACHOCTU B >KypHajie JOJDKHA (DUKCUPOBATHCS
cienyromias nHpopMarus:

- JlaTa v BpeMsi COOBITHS;

- uAeHTU(UKATOP CYOBEKTa, OCYIIECTBISIONIEIO PETUCTPUPYEMOE IEHCTBUE;

- JIelcTBUE (TUII JOCTyMA).

6.13. KoHTpoJib 3(peKTHBHOCTH CUCTEMBbI 3AIIUTHI

Koutpons  sddexktuBHoctrn  3amutel  [I/IH  ocymecTtBisieTcss ¢ IeNbIO
CBOCBPEMEHHOI'O  BBISIBIICHMS W mOpeaorBpamieHuss yreuku [IJIH 3a  cuer
HECAaHKIIMOHUPOBAHHOI'O JIOCTYIIA, 4 TAKXKE MPEAYNPEKIACHUS BO3MOKHBIX CIICLHATbHBIX
BO3JCHUCTBUM, HAIpaBJICHHbIX Ha yHu4YTtoxkeHue IIJlH, paspymieHue cpencrts
uHpopmaTuzamu. KOHTPOIb MOMXKET MPOBOAUTHCS MPHUBICKAEMBIMU MJI JTOW IENU
OpraHu3alysIMU, UMEIOLINMU JINLEH3UIO Ha 3TOT BUJI IESITEIbHOCTH.

Onenka s¢dexktuBHOCTH Mep 3aumThl [I/IH mpoBoAMTCS € HCNONB30BAaHHEM
TEXHUYECKUX W TMPOrPAMMHBIX CPEACTB KOHTPOJS Ha NPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.



